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1. User guide for MCS Pass

1.7
Description MCS Pass

MCS Pass is a standard way of registering for
auto repair users who intend to operate on vehi-
cles protected by cyber security.

It is a one-time procedure for each user and it
applies to all brands involved by cyber security
(current and future).

It is aligned with the requirements of the Manu-
facturers with whom MAHLE has signed agree-
ments for cyber security access.

Registration involves entering little data direct-
ly on the diagnosis terminal, and is completed
through a user identity verification process pro-
vided in collaboration with an external partner
(IDnow).

The user receives instructions via email regarding
the identity verification procedure.

The user's identity verification can be carried out
by smartphone (Android, iOS) or PC/Laptop with
camera.

Once the identity verification is completed, with-
in a few hours, the user gets his/her account
MCS Pass.

In the case of a vehicle with cyber security, the
auto repair user having an account MCS Pass,
will have to enter the personal password before
unlocking the vehicle.
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1.2

MCS Pass
User Manual

Account registration

Creating account on terminal

Enter on terminal of the diagnosis
application, in the "Menu | Settings |
Personal | Account section MCS Pass",
the data required for creating the
account

Click on CONFIRM

Accept the terms and conditions to
continue

Complete the identity verification
process by following the instructions
received via email
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1.3
[dentity verification

There are two possible ways for identification,
which are described below.

Identification via Android / iOS smart-
phone

Identification via Android / iOS

smartphone

1 Select the SMARTPHONE AND TAB-
LET icon

2 Install the IDnow application on your
smartphone and open it

3 Enter your assigned identification
token (Ident-ID) and click on START to
begin identification

4 Accept the terms and conditions and
click BEGIN IDENTIFICATION

5  Allow access to photos and videos on
your smartphone

6 Upload your ID document as request-
ed in the application

7 Proceed with facial recognition by
taking a photo of your face

8 Wait for the result to be verified

9  Once the procedure is complete, it
displays the message VERIFICATION
DATA SUCCESSFULLY SUBMITTED

Simple, safe and practical. m n H LE
MCS Pass for your identification.
1. Personal nformation 3. Result

Identification

Jould you like to use?
Instal the IDnow App on your smartphone and startthe identication process by
simply uploading your photo.
} o Install the IDnow App with the link
i sent by SMS

‘Send installation SMS

MAHLE

To verify your identity

You can use the webmobile
version

by using your mobile phone you
have a better chance of successfully
completing the identification process.

Scan the QR code using your device
to get ready to start right away

Ident-ID  SFZ.MNKJA

You can also continue in our desktop browser experience here
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,
( PMF-HRNPT/
N/
Selfie

~ .

~e -
Take a Selfie
Keep your face in the frame, look

directly into the camera, and do
not smile

| | am ready

Terms & Conditions

I have read the IDnow Privacy
Policy and accept the IDnow
Terms of Service

Privacy Policy

Terms of Service

Verifying results

Please wait while we confirm that
your data has been successfully
sent and received.
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ID front

Position your ID in front of the
camera in the indicated zone

Ok, | am ready

©

Verification data submitted
successfully

Ident-ID

PMF-HRNPT

Thank you for using our online
identity verification service!
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Identification via PC

Identification via PC

1 Select the COMPUTER AND WEBCAM
icon

2  Check the required entries and click
on START IDENTIFICATION

3  Select the highlighted item and pro-
ceed

4 Accept the terms and click OK, | AM
READY

Simple, safe and practical.
MCS Pass for your identification.

o Identification

which device would you like to use?
ihi

afel

E |

5 Upload your ID document as request-
ed in the application

6 Proceed with facial recognition by
taking a photo of your face

7 Once the procedure is complete, it
displays the message IDENTIFICATION
COMPLETED SUCCESSFULLY

Simple, safe and practical.
MCS Pass for your identification.

1. P on
o Identification

which device would you like to use?




MAHLE

To verify your identity

You can use the webmobile
version

by using your mobile phone you
have a better chance of successfully
completing the identification process.

Scan the QR code using your device
to get ready to start right away

Ident-ID  SFZ.MNKJA

You can also continue in our|desktop browsegexperience here

MAHLE

&
%=

The identification was successfully
completed
Thankyou! You pleted your
You will be contacted by MAHLE Aftermarket shortly

MAHLE

Before we begin

Have your ID ready

Be prepared to take a
selfie

11
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1.4
Video pages description

Import users

Imports to that tool user(s) previously registered

User list

Allows you to view the list of users, add new us-
ers, import already registered users (e.g. when
changing PCs), view the details (see "User de-
tails")

Language

Country Code

Settings

Warranty

Save per Use.

RemetePRO account

zzzzz
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User details MAHLE s .

&
In this section you can view user details (email L2 o
and Mahle ID), check registration status or delete |~§ ——— T
the user || i
Note: user deletion occurs only locally. Registra-
tion is not deleted [ [ e |

User status check

It displays the status of the request. Possible

statuses are:

B Non-existent user

B Pending approval

B New document requested or document
expired

B Registration rejected

Note: In case of rejected registration or incor-
rectly entered documentation, please contact
the technical support
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1.5
List of supported documents

To view the list of supported documents, access
the link given in the QR code:

El:nE
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Diagnosis session

When accessing Cyber Security-protected vehi-
cle, a drop-down menu pop-up appears asking
to select the user MCS Pass from those previ-

ously enabled, and enter the associated pass-
word.

Diagnosis session

1 Select the user from those previously

included

2 Enter the password associated with
the selected user

3 Select CONFIRM to access

MAHLE 0540 30701 0p 2000 78145 % MAHLE 05 & (0 20701 0P 2000  cota |1

MCS Pass login MCS Pass login

R x ~

R v ~
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Az ~
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2. 2-Factor Authentication
(VAG-group Cybersecurity mandatory)

2.1
Description

Two-factor authentication (2FA), is a process
that adds an extra layer of security by requiring
two different authentication factors to establish
identity.

It is mandatory for some car makers (such as
Volkswagen) to grant access in their Secure

Gateway.
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2.2
The 2FA process

Registration

From Settings/Select MCS Pass/MCS Pass
account.

Click on “Show OTP QR code” button and log in
using your credentials.

A QR Code will be displayed. o

a) If you have already an Authenticator App,
included in the list of supported apps, just
scan it

b) In case you don’t have an Authenticator App,

click on the “OTP GUIDE” button
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Authenticator app installation

Install your favorite authentication app from
Google Play / App Store, according to your
mobile operating system.

You can choose between the codes shown by
the device, or other compatible ones.

From your smartphone, launch the authenticator
app previously installed, select ‘Add an account,
‘Scan QR code’ and scan the QR code.

Compatible authentication apps

Android = Google Authenticator
devices = Microsoft Authenticator
Apple = Microsoft Authenticator
devices

[ —

e —

Aggiungere il
primo account?




Authentication

During diagnosis, when prompted, open the
authenticator app.

The app will show a one-time 6-digit code that
will be updated every 30 seconds.

Enter the code shown by the authenticator app
into the input field.

The 2-factor authentication is now complete.
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Enter MAHLE M2FA code




MAHLE Aftermarket Italy S.r.l.
Via Rudolf Diesel 10/a

43122 Parma

I[talia

Tel. +39 0521 9544-11

Fax +39 0521 9544-90
info.aftermarket@mahle.com

MAHLE Aftermarket Deutschland GmbH

Durrheimer StraBe 49a
D-78166 Donaueschingen
Germania

Tel. +49 771 89653-24200
Fax +49 771 89653-24290
mss.sales.de@mahle.com

www.mahle-aftermarket.com
www.mpulse.mahle.com



